
THE EVOLUTION OF
GLOBAL RESEARCH
SECURITY 



Australia – Guidelines to
Counter Foreign

Interference – UFIT

UK – Trusted Research
and Innovation – UKRI

USA – JASON Report on
Fundamental Research

Security – NSF

Sweden – Responsible
Internationalisation
Guidelines – STINT

Early frameworks
focused on foreign
interference and ethical
frameworks

2019

https://www.education.gov.au/guidelines-counter-foreign-interference-australian-university-sector/resources/guidelines-counter-foreign-interference-australian-university-sector
https://www.education.gov.au/guidelines-counter-foreign-interference-australian-university-sector/resources/guidelines-counter-foreign-interference-australian-university-sector
https://www.education.gov.au/guidelines-counter-foreign-interference-australian-university-sector/resources/guidelines-counter-foreign-interference-australian-university-sector
https://www.ukri.org/manage-your-award/good-research-resource-hub/trusted-research-and-innovation
https://www.ukri.org/manage-your-award/good-research-resource-hub/trusted-research-and-innovation
https://www.nsf.gov/news/special_reports/jasonsecurity/JSR-19-2IFundamentalResearchSecurity_12062019FINAL.pdf
https://www.nsf.gov/news/special_reports/jasonsecurity/JSR-19-2IFundamentalResearchSecurity_12062019FINAL.pdf
https://www.nsf.gov/news/special_reports/jasonsecurity/JSR-19-2IFundamentalResearchSecurity_12062019FINAL.pdf
https://www.stint.se/wp-content/uploads/2020/02/STINT__Responsible_Internationalisation.pdf
https://www.stint.se/wp-content/uploads/2020/02/STINT__Responsible_Internationalisation.pdf
https://www.stint.se/wp-content/uploads/2020/02/STINT__Responsible_Internationalisation.pdf


Governments began
formalising national-level
research security
strategies

2020-2021

Japan – Policy
Directions for Research

Integrity – Cabinet
Office

Czech Republic –
Counter Foreign

Interference Manual

USA – NSPM-33
Implementation

Guidance – White
House

https://www8.cao.go.jp/cstp/english/doc/policy_directions_en.pdf
https://www8.cao.go.jp/cstp/english/doc/policy_directions_en.pdf
https://www8.cao.go.jp/cstp/english/doc/policy_directions_en.pdf
https://www8.cao.go.jp/cstp/english/doc/policy_directions_en.pdf
https://www.vyzkum.cz/FrontClanek.aspx?idsekce=10062
https://www.vyzkum.cz/FrontClanek.aspx?idsekce=10062
https://www.vyzkum.cz/FrontClanek.aspx?idsekce=10062
https://www.whitehouse.gov/wp-content/uploads/2022/01/010422-NSPM-33-Implementation-Guidance.pdf
https://www.whitehouse.gov/wp-content/uploads/2022/01/010422-NSPM-33-Implementation-Guidance.pdf
https://www.whitehouse.gov/wp-content/uploads/2022/01/010422-NSPM-33-Implementation-Guidance.pdf
https://www.whitehouse.gov/wp-content/uploads/2022/01/010422-NSPM-33-Implementation-Guidance.pdf


Growing multilateral
alignment

2022

Denmark –
International
Cooperation
Guidelines

OECD – Global Research
Ecosystem Report

G7 – Common Values
and Principles

UK – Managing
Risks in

Internationalisation
– Universities UK

Netherlands
– Knowledge

Security
Guidelines

https://ufm.dk/publikationer/2022/filer/uris-guidelines_english-version.pdf
https://ufm.dk/publikationer/2022/filer/uris-guidelines_english-version.pdf
https://ufm.dk/publikationer/2022/filer/uris-guidelines_english-version.pdf
https://ufm.dk/publikationer/2022/filer/uris-guidelines_english-version.pdf
https://www.oecd.org/publications/integrity-and-security-in-the-global-research-ecosystem-1c416f43-en.htm
https://www.oecd.org/publications/integrity-and-security-in-the-global-research-ecosystem-1c416f43-en.htm
https://www.bmbf.de/SharedDocs/Downloads/de/2022/220812-g7-sigre-paper.pdf?__blob=publicationFile&v=2
https://www.bmbf.de/SharedDocs/Downloads/de/2022/220812-g7-sigre-paper.pdf?__blob=publicationFile&v=2
https://www.universitiesuk.ac.uk/what-we-do/policy-and-research/publications/managing-risks-internationalisation
https://www.universitiesuk.ac.uk/what-we-do/policy-and-research/publications/managing-risks-internationalisation
https://www.universitiesuk.ac.uk/what-we-do/policy-and-research/publications/managing-risks-internationalisation
https://www.universitiesuk.ac.uk/what-we-do/policy-and-research/publications/managing-risks-internationalisation
https://www.rijksoverheid.nl/documenten/publicaties/2022/06/30/nationale-richtlijn-kennisveiligheid
https://www.rijksoverheid.nl/documenten/publicaties/2022/06/30/nationale-richtlijn-kennisveiligheid
https://www.rijksoverheid.nl/documenten/publicaties/2022/06/30/nationale-richtlijn-kennisveiligheid
https://www.rijksoverheid.nl/documenten/publicaties/2022/06/30/nationale-richtlijn-kennisveiligheid


Sector bodies and consortia began
shaping practical tools and guidance

2023

UK & EU – Secure
Internationalisation –

HEECA

Canada – U15 Leading
Practices for

Safeguarding Research
UK – Complex

Collaborations – ARMA
UK

Five Eyes -
Secure

Innovation

https://heeca.org.uk/index.cfm?action=main&reload=true%20%F0%9F%87%A8%F0%9F%87%A6%20https://u15.ca/wp-content/uploads/2023/06/2023-06-22.-U15-Leading-Practices-Safeguarding-Research-FINAL-3.pdf
https://heeca.org.uk/index.cfm?action=main&reload=true%20%F0%9F%87%A8%F0%9F%87%A6%20https://u15.ca/wp-content/uploads/2023/06/2023-06-22.-U15-Leading-Practices-Safeguarding-Research-FINAL-3.pdf
https://heeca.org.uk/index.cfm?action=main&reload=true%20%F0%9F%87%A8%F0%9F%87%A6%20https://u15.ca/wp-content/uploads/2023/06/2023-06-22.-U15-Leading-Practices-Safeguarding-Research-FINAL-3.pdf
https://u15.ca/wp-content/uploads/2023/06/2023-06-22.-U15-Leading-Practices-Safeguarding-Research-FINAL-3.pdf
https://u15.ca/wp-content/uploads/2023/06/2023-06-22.-U15-Leading-Practices-Safeguarding-Research-FINAL-3.pdf
https://u15.ca/wp-content/uploads/2023/06/2023-06-22.-U15-Leading-Practices-Safeguarding-Research-FINAL-3.pdf
https://arma.ac.uk/wp-content/uploads/2021/04/Due-Diligence-Report-and-Appendicies.pdf
https://arma.ac.uk/wp-content/uploads/2021/04/Due-Diligence-Report-and-Appendicies.pdf
https://arma.ac.uk/wp-content/uploads/2021/04/Due-Diligence-Report-and-Appendicies.pdf
https://www.npsa.gov.uk/specialised-guidance/secure-innovation
https://www.npsa.gov.uk/specialised-guidance/secure-innovation
https://www.npsa.gov.uk/specialised-guidance/secure-innovation


Increased focus on dual-use
technologies and export controls

2024

EU – Dual-Use
Technologies
White PaperEU – Export

Controls in
Academia

Germany –
Position Paper

on Zeitenwende
– BMBF

France –
Summary of

Legislation and
Guidance –

CNRS

USA –
Safeguarding
the Research
Enterprise –

JASON

https://knowledge4policy.ec.europa.eu/foresight/white-paper-dual-use-technologies_en
https://knowledge4policy.ec.europa.eu/foresight/white-paper-dual-use-technologies_en
https://knowledge4policy.ec.europa.eu/foresight/white-paper-dual-use-technologies_en
https://eecaro.eu/resources/
https://eecaro.eu/resources/
https://eecaro.eu/resources/
https://www.bmbf.de/bmbf/shareddocs/downloads/de/2024/240327-Forschungssicherheit-Zeitenwende.pdf?__blob=publicationFile&v=2
https://www.bmbf.de/bmbf/shareddocs/downloads/de/2024/240327-Forschungssicherheit-Zeitenwende.pdf?__blob=publicationFile&v=2
https://www.bmbf.de/bmbf/shareddocs/downloads/de/2024/240327-Forschungssicherheit-Zeitenwende.pdf?__blob=publicationFile&v=2
https://www.bmbf.de/bmbf/shareddocs/downloads/de/2024/240327-Forschungssicherheit-Zeitenwende.pdf?__blob=publicationFile&v=2
https://www.cnrs.fr/fr/cnrsinfo/securite-des-recherches-internationales-le-cnrs-publie-un-document-de-reference
https://www.cnrs.fr/fr/cnrsinfo/securite-des-recherches-internationales-le-cnrs-publie-un-document-de-reference
https://www.cnrs.fr/fr/cnrsinfo/securite-des-recherches-internationales-le-cnrs-publie-un-document-de-reference
https://www.cnrs.fr/fr/cnrsinfo/securite-des-recherches-internationales-le-cnrs-publie-un-document-de-reference
https://www.cnrs.fr/fr/cnrsinfo/securite-des-recherches-internationales-le-cnrs-publie-un-document-de-reference
http://nsf-gov-resources.nsf.gov/files/JSR-23-12-Safeguarding-the-Research-Enterprise-Final.pdf
http://nsf-gov-resources.nsf.gov/files/JSR-23-12-Safeguarding-the-Research-Enterprise-Final.pdf
http://nsf-gov-resources.nsf.gov/files/JSR-23-12-Safeguarding-the-Research-Enterprise-Final.pdf
http://nsf-gov-resources.nsf.gov/files/JSR-23-12-Safeguarding-the-Research-Enterprise-Final.pdf
http://nsf-gov-resources.nsf.gov/files/JSR-23-12-Safeguarding-the-Research-Enterprise-Final.pdf


Growing cooperation and focus on
economic resilience

2025

Norway –
Responsible
Knowledge

Cooperation Tools

EU – European
Research
Security

UK – Securing the
UK's AI Ecosystem –

CETaS, Turing
Institute

Romania – Policy
Recommendation on

Research Security

EU - Stronger
Cooperation,

Safer
Collaboration

https://eecaro.eu/resources/
https://eecaro.eu/resources/
https://eecaro.eu/resources/
https://eecaro.eu/resources/
https://pure.manchester.ac.uk/ws/portalfiles/portal/923220948/Manchester_study_2025_EUROPEAN_RESEARCH_SECURITY_THREATS_AND_RESPONSES.pdf
https://pure.manchester.ac.uk/ws/portalfiles/portal/923220948/Manchester_study_2025_EUROPEAN_RESEARCH_SECURITY_THREATS_AND_RESPONSES.pdf
https://pure.manchester.ac.uk/ws/portalfiles/portal/923220948/Manchester_study_2025_EUROPEAN_RESEARCH_SECURITY_THREATS_AND_RESPONSES.pdf
https://eecaro.eu/resources/
https://eecaro.eu/resources/
https://eecaro.eu/resources/
https://eecaro.eu/resources/
https://eecaro.eu/resources/
https://eecaro.eu/resources/
https://eecaro.eu/resources/
https://arma.ac.uk/wp-content/uploads/2025/06/Stronger-cooperation-safer-collaborations-report.pdf
https://arma.ac.uk/wp-content/uploads/2025/06/Stronger-cooperation-safer-collaborations-report.pdf
https://arma.ac.uk/wp-content/uploads/2025/06/Stronger-cooperation-safer-collaborations-report.pdf
https://arma.ac.uk/wp-content/uploads/2025/06/Stronger-cooperation-safer-collaborations-report.pdf


Increased cross-border
engagement

2025

OECD – Science,
Innovation and

Technology Outlook
2025

Europe - Research
Security as a

Collective
Responsibility

Europe – Report on
Research Security

Global - Trusted
Research and

Innovation - How
Knowledge Leakage

Affects the Research &
Innovation Ecosystem

https://www.oecd.org/en/publications/oecd-science-technology-and-innovation-outlook-2025_5fe57b90-en.html
https://www.oecd.org/en/publications/oecd-science-technology-and-innovation-outlook-2025_5fe57b90-en.html
https://www.oecd.org/en/publications/oecd-science-technology-and-innovation-outlook-2025_5fe57b90-en.html
https://www.oecd.org/en/publications/oecd-science-technology-and-innovation-outlook-2025_5fe57b90-en.html
https://www.cesaer.org/news/research-security-as-a-collective-responsibility-empowering-universities-enabling-europe-2036/
https://www.cesaer.org/news/research-security-as-a-collective-responsibility-empowering-universities-enabling-europe-2036/
https://www.cesaer.org/news/research-security-as-a-collective-responsibility-empowering-universities-enabling-europe-2036/
https://www.cesaer.org/news/research-security-as-a-collective-responsibility-empowering-universities-enabling-europe-2036/
https://www.scienceeurope.org/our-resources/workshop-series-report-research-security/
https://www.scienceeurope.org/our-resources/workshop-series-report-research-security/
https://ircaucus.ac.uk/publications/trusted-research-and-innovation-how-knowledge-leakage-affects-the-research-innovation-ecosystem/
https://ircaucus.ac.uk/publications/trusted-research-and-innovation-how-knowledge-leakage-affects-the-research-innovation-ecosystem/
https://ircaucus.ac.uk/publications/trusted-research-and-innovation-how-knowledge-leakage-affects-the-research-innovation-ecosystem/
https://ircaucus.ac.uk/publications/trusted-research-and-innovation-how-knowledge-leakage-affects-the-research-innovation-ecosystem/
https://ircaucus.ac.uk/publications/trusted-research-and-innovation-how-knowledge-leakage-affects-the-research-innovation-ecosystem/
https://ircaucus.ac.uk/publications/trusted-research-and-innovation-how-knowledge-leakage-affects-the-research-innovation-ecosystem/
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